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Summary: The paper is concerned with the issue of using genetic algorithms for information security prob-
lems. Proposed is a mathematical model of a simple genetic algorithm with one-point crossing over and easy 
mutation with elite pick; the work of the algorithm is described. The authors propose a multistage encryption 
scheme using the genetic algorithm with mutations in the genes of individuals, and possible ways of paralle-
lizing this scheme for systems with the SMP-architecture. 
 

 :   ,  , , 
. 

 
Key-words: parallel genetic algorithms, information security, modeling, cryptography 
 

 003.26, 004.056.5 
 

 
  ( ) «        

    » [8, 43].    -

Материал поступил 20.09.2010



35

 
        ,  -
    «       

» [1, 87]. 
 «     » [7, 142]: 

1)   ,  «master-slave»; 
2)  ; 
3)  . 

   ,    
             

 }1,0{2E .         2.  
    ,      -

     2E .    –   

<S, F, C, M, h>,   hES 2  —  ,      

  , h  –  ; REF h
2:  –   -

,       , -
       ; 

hh EE}h,{SSC 2210,1,...:  –    , -
 ,      ,  -

           
 ,   C   « »    

 : 

)).,,,,,,(),,,,,,,((),,(
),,,(),,,,(,

11101110

110110

hllhll

hh

xxxyyyyyxxlvsC
yyyvxxxsSvs

 

        : 
1. .,0 Ri  
2.     :  

}{,))(max(},{,))(max(,
\

i
TSt

ii
St

i uTTtFuvTTtFvT ,  -

 ,   . 
3.   }h,{li 10,1,... . 
4.   

1},,{,\),,(),,( iinmRRTSSnmluvC iii ,  m,n –  . 
5.  2 – 4    ,  2|| S . 
6.  1|| S ,  SRR . 
7.      RS . 

           «  
   » [9, 122].  

hEE}h,{SM 2210,1,...:  –    , -
         , -
  : ),,,,(),),,,,,(( 110110 hqhq xkxxxkqxxxxM , 

  }h,{q 10,1,...      ,  2Ek  –   -
     q   .  

          
: 
1. .,0 Ri  

Трещев И.А., Коньшин А.В. ИСПОЛЬЗОВАНИЕ КРИПТОПРЕОБРАЗОВАНИЙ
НА ОСНОВЕ ГЕНЕТИЧЕСКИХ АЛГОРИТМОВ ДЛЯ СИСТЕМ С SMP-АРХИТЕКТУРОЙ
В ЗАДАЧАХ ЗАЩИТЫ ИНФОРМАЦИИ



36

 
2.   2Eki   }1,,2,1{ hqi . 
3.    Ssi . 
4. ),,( iii kqsMRR . 
5. 1},{\ iisSS i . 
6.  2 – 5      0|| S . 
7.      RS . 

       -
          

         – -
 <S, F, C, M, h, t>,  <S, F, C, M, h> -   , t – , 

 ,      .  -
         , -

         -
    . 

        
             SMP-  

   ,    -
  ,      SMP-  -

       «   master-slave» [3, 79]. 
         -

 ,     « »   
. 

   – A   n  -
,  n –   ,  

jiii

n

i
AAjijiAAAA  ,,,

1
. 

       -
   .         -

  .       
          n ,  

       -
. 

         -
   .  

         -
     .    

 t  ,      
          -

 .         
  t,         . 

       « -
 » [4, 183].   – , ,  – -

    .     , 
     ,    .  

 ,        ,  « » -
,        .   -

  «   »       
 . ,         -

            -



37

 
 ,      ,     -
.     t – ,      -
 ,       . 

           
  [5, 31]      ,  

   ,  .     
 ,         -

       . 
 «        
NLFFSR» [6, 452] (Non Linear Feed Forward Shift Register –  « » 

    ).      -
   . 1,      2. -

        – LFFSR (Linear 
Feed Forward Shift Register –  « »     

),   n–        -
,  n –   .     NLFFSR: 

 –        
LFFSR,  –      LFFSR.   

       . 
   LFFSR  ,   [2, 49]. 

   LFFSR     -

   n   2F  – 
n

i

i
in xcxcccC

1
21 1),,,,( . 

         
.       

1)( 2348 xxxxxf ,   8, 4, 3  2     -
 

 
)()(

)()(),,,,,,,(

8675

423187654321

nnnn

nnnnnnnnnnnn

aaaa

aaaaaaaaaaaag
, 

     2. 
      11111111,  -

     255  32  . 
 

 
 

. 1.    

    
1

0
10

n

i
ii czz ,      

2,   1nz     . 
 ,  LFFSR: 

Трещев И.А., Коньшин А.В. ИСПОЛЬЗОВАНИЕ КРИПТОПРЕОБРАЗОВАНИЙ
НА ОСНОВЕ ГЕНЕТИЧЕСКИХ АЛГОРИТМОВ ДЛЯ СИСТЕМ С SMP-АРХИТЕКТУРОЙ
В ЗАДАЧАХ ЗАЩИТЫ ИНФОРМАЦИИ



38

 
1, 1, 1, 1, 1, 1, 1, 1, 0, 0, 1, 0, 0, 0, 0, 1, 0, 1, 0, 0, 1, 1, 1, 1, 1, 0, 1, 0, 1, 0, 1, 0, 1, 1, 1, 0, 0, 

0, 0, 0, 1, 1, 0, 0, 0, 1, 0, 1, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 0, 1, 1, 1, 1, 1, 1, 0, 1, 1, 1, 1, 0, 0, 1, 1, 0, 1, 1, 
1, 0, 1, 1, 1, 0, 0, 1, 0, 1, 0, 1, 0, 0, 1, 0, 1, 0, 0, 0, 1, 0, 0, 1, 0, 1, 1, 0, 1, 0, 0, 0, 1, 1, 0, 0, 1, 1, 1, 0, 
0, 1, 1, 1, 1, 0, 0, 0, 1, 1, 0, 1, 1, 0, 0, 0, 0, 1, 0, 0, 0, 1, 0, 1, 1, 1, 0, 1, 0, 1, 1, 1, 1, 0, 1, 1, 0, 1, 1, 1, 
1, 1, 0, 0, 0, 0, 1, 1, 0, 1, 0, 0, 1, 1, 0, 1, 0, 1 … 

  1024 ,      .  -
,  LFFSR, . 

 ,  NLFFSR,    
LFFSR: 

0, 1, 1, 1, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 0, 1, 1, 1, 1, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1, 0, 0, 
0, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0 

 128 .          8 
      NLFFSR 

     : 

8,87,86,85,84,83,82,81,8

8,77,76,75,74,73,72,71,7

8,67,66,65,64,63,62,61,6

8,57,56,55,54,53,52,51,5

8,47,46,45,44,43,42,41,4

8,37,36,35,34,33,32,31,3

8,27,26,25,24,23,22,21,2

8,17,16,15,14,13,12,11,1

gggggggg
gggggggg
gggggggg
gggggggg
gggggggg
gggggggg
gggggggg
gggggggg

G  

   ,        
   TG ,    – 

),,,,,,,( 1,1,2,13,14,15,16,17,18,11 ggggggggGT ,  .8..1,8..1,2, jiEg ji . 
   ,   ,   

 D.  D         ,   
     ,     .  -

 ,         – 
mod ,        – xor   div   -

  . 
1.    .    

  8  – jA ,    . 
2. )256,mod( jj AA . 
3. 0i  –     . 
4. 0j  –     A. 
5.     2   16  – 1, ii DD . 
6. 0k  –   . 
7.    1, ii DD       

 )16mod( * jkA ,    )16mod,,( *1 jkii ADDC . 



39

 
8.    iD   1271* jkA ,  )16mod( 2* jkA  

 ,    )128,16mod,( 1*2* divAADM jkjki . 
9.    1iD   1273* jkA ,  )16mod( 4* jkA   

,    )128,16mod,( 3*4* divAADM jkjki . 
10. 1kk . 
11.   7–10,  Mk ,  M  –    . 
12. Mjj *5 . 
13.  jA   1jA . 
14.  )8( jji AxorAY , )8( 111 jji AxorAY . 
15.     iii YxorDE , 111 iii YxorDE . 
16. 2jj . 
17. 2ii . 
18.   5 – 12,       . 

        
    . 

   
       ( ). 
         

          -
    . 2.  ,   -

           .  
 

 
 2.     

 
 . 3        

          
 (       -

   ). 
     HP Workstation xw8200 

  Microsoft Windows 2000,    Intel Pen-
tium 4 Xeon 3,6Ghz (1Mb L1 cache),    Hyper Threading,  -

  4Gb. 

Трещев И.А., Коньшин А.В. ИСПОЛЬЗОВАНИЕ КРИПТОПРЕОБРАЗОВАНИЙ
НА ОСНОВЕ ГЕНЕТИЧЕСКИХ АЛГОРИТМОВ ДЛЯ СИСТЕМ С SMP-АРХИТЕКТУРОЙ
В ЗАДАЧАХ ЗАЩИТЫ ИНФОРМАЦИИ



40

 

 
. 3.         

   . 
  

          -
        ,  

  .      -
        SMP- . 

         -
     . 

 
 

1. , . .   : . / . . . –  : -  
, 1998. – 242 c.  

2. , . .       / . . -
 : .  –  : , 2007. – 92 . 

3. , . .    / . . . – . : -
, 2004. – 320 . 

4. , . .       -
  SMP-  / . .  // XXXI  -   -

 . . . –  : , 2006. – . 183. 
5. Alba E., Troya J.M.A Survey of Parallel Distributed Genetic Algorithms/ E. Alba, J.M. Troya // 
Complexity. – 1999. – Vol.4 – P.31–52. 
6. Alba E., Troya J.M.Analyzing Synchronous and Asynchronous Parallel Distributed Genetic 
Algorithms / E. Alba, J.M. Troya // Future Generation Computer Systems. – 2001. – Vol.17. –  p. 
451-465. 
7. Cantu-Paz E. A.Survey of Parallel Genetic Algorithms / E. A. Cantu-Paz // Reseaux et Systems 
Repartis. Paris: Hermes. – Vol. 10. – 1997. – 141–171 p. 
8. Goldberg D. E., Genetic Algorithms in Search, Optimization, and Machine Learning /  
D. E. Goldberg// Boston: Addison-Wesley. –  1989. – 372 p. 
9. Michalewicz Z. Genetic Algorithms + Data Structures = Evolution Programs /  
Z. Michalewicz // Berlin: Springer Verlag. – 1996. – 387 p. 


